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KAPTY 3AABNEHUE O HECOIMMMACUM B NMOJIMLIMIO
~ C OMEPALIMEN i
i
- MO HOMepy TernepoHa 6aHkKa  3asBneHue AOMKHO  Yem 6onbLue noge
Ha O0aHKOBCKOM KapTe ObiTb HAQNMUCAHO: noaaayT 3aAB/eHUS,
U1 H numMarnbHOM CauT i i
M Ha opuumanbHOM cante .+ B TeYEHMe CyTOK nocre ~ TeMm Bblle BEPOATHOCT,
- Yepes MoOubHOE NpUunoXeHue cooOLLEeHNs O CNUCaHUN ~ YTO NPEecCTynHMKOB
. Yepes fINYHbLIN KabuHeT v/ BEREY Gy
Ha opuunanbHOM canTte GaHKa | - Ha MecTe B OTAEJIEHUMU
’ 0aHKa

« B OTAENEeHnn 6aHKa

KAK OBE3OINACUTb OEHbI' HA CHETAX?

HUKOMY HE COOBLLUAUTE: KOOOBOE CJ/IOBO
« CPOK AENCTBUSA KapTbl N TPEX3HAYHbIN KOA Ha3blBanUTe TONBbKO COTPYAHUKY OaHKa,
Ha ee obopoTHon cTopoHe (CVV/CVC) KOrga camMm 3BOHUTE Ha ropAa4yto

. NAPOAN N KOAbI U3 YBEOOM/TEHNI NNHNIO

« IOTMH M NMaposib OT OHMANH-0aHKa

HE NMYBJIMKYUTE
I'IepCOHaJ'IbeIe JaHHbIE B OTKprTOM .u,oc:Tyne

baHK He KOMMNeHcupyer
noTepwu, ec/iv Bbl HApyLIUIn

npaBuna 6esonacHoro
UCMO/Ib30BaHUSA KapThbl

YCTAHOBMUTE
aHTUBUPYCbI HA BCE YCTPOMUCTBA

duHaHcoBas
Ky/ibTypa

NMoanpo6Hee o npaBmuax 6e3o0nacHOCTU
yutamTe Ha fincult.info



OCTOPOXXHO:
TEJIEOPOHHbIE MOLLWEHHUKMHA!

S MNPUSHAKOB OBbMAHA

HA BAC
BbIXOOAT CAMMA

AdepUcTtbl MOIyT
npencTaBUTbCS CITy>KOouU
6e3onacHOCTU 6aHKa,
Ha/loroBowu,

NpPOKypaTypou

© HABAC NABAT

AdepuncTbl BCceraga
TOPONST, YTOODI

y Bac He 6bi510
BpeMeHU Bce obaymMaThb

9 FOBOPSIT O OEHbBIAX

[lpepnaraioT cnacTtm

cbepexeHus, NoNy4YnTb

. KOMMEHCaLMIO UK BNTIOXUTbLCH
. B UHBECTULMOHHDBIN NMPOEKT

3BOHAT ; g

. M3 6aHKa, NoNULUU
N Opyrov opraHnsaunmn? i
6 NMPOCAT COOBLUMNTD

~ YBEOWUTECD, OAHHbIE

YTO 3TO HE MOLWEHHWUKN!
CunbHble aMoumH 3/10yMbILSIEHHNKOB

NPUTYNNAIOT MHTEpPEeCYIOT PEKBU3UTDI
6oUTEeNbHOCTD KapTbl, Maposin 1 Koabl
N3 6aHKOBCKUX YBEAOM/TIEHUU

JTio60U HeoXXpaHHbIU
3BOHOK, CMC mnv NnMcbMoO —
NnoBoO4 HAaCTOPOXUTbCS

PAQYIOT BHESAMNHOW
BbIFOAOW UNTU NYTAIOT

O HUKOOA HUKOMY
BAXKHO! HE COOBLUAMUTE:

CoTpyaHUKKN 6aHKOB U NONLUU  kogbl 3 CMC
HUKOIOA He cnpawuBaioT * Tpex3HauyHbiX Ko Ha 060pOTHOM
PEKBU3UTbI KapTbl, Naponu cTopoHe kapTbl (CVV/CVC)
M3 CMC, nepcoHaribHble faHHble * PIN-kon
1 He NPOCSIT CoBeplLIaThb * Maposn/NormHbl K 5aHKOBCKOMY
nepeBobl C Balel KapTbl NPUNOXEHUIO U OHNTAUH-06aHKY

¢ KOOoBoOe CNoBO
e MNepcCcoOoHaJibHbi€ AaHHbIE

Kak 3awuTutb cBom PpuHaHCHI, :)I;I.II-II;‘_:II_ Hc:Baﬂ
yuTanTe Ha fincult.info y/ibTyp




KAK SALIMTUTDBCH
OT PULLUUHIA

OUWIMHr — BUA MOWEeHHUYEeCTBa, Koraa y yesioBeka KpaayrT
nepcoHasibHble AaHHble UM AeHbru C NOMOLLbIO CAUTOB-NoOAAENOK.
HacTo MOLWEeHHUKU aenaloT CauTbl, KOTOpble KaK ABe KanJZiu Boabl
NOXOXXU Ha CanTbl peasibHbIX OpraHM3auum

KAK MO)XXHO OKA3ATbCH
HA ®ULLUVNHIOBOM CAUTE?

[10 CCbI/IKaM N3 MHTEPHETa UMK aNeKTPoHHOW noyTbl, CMC,
COOOLLUEHUN B COLICETAX UTN MecCceHKepax, peKksiaMbil,

OObABIEHUN O NlIOTEpEeNX, pacnpoga)ax, KOMneHcaumnax
OT rocygapcTBa

XaKepbl HaCTO B3/1aMbIBaAlOT HY)XKNE aKKaYyHTbI,
4 (I)VII.I.IHHFOBaFI CCblJiIKa MOXKeT I'IpI/II‘;lTVI Aa)Ke OT 3HaKOMDbIX

KAK PACNMO3HATDb
OPULLMNHIOBbIN CAUNT?

Appec OT/IMYaEeTCHA OT HACTOALWEro NMilb NAapon CMMBOJIOB
B appecHoOM cTpokKe HeT https 1 3HauKa 3aKpbITOroO 3aMKa
Idun3ainH cKonMpoBaH HEKAYECTBEHHO, B TEKCTaxX €CTb OLUMOKU

Y camTta Mano CTpaHUL, Un gaXke ogHa — AJi19 BBOAA OaHHbIX
KapTbl

KAK YBEPEYDBCH OT ®PULLIMHTA?

YcTaHOBUTE aHTUBMPYC U PErYyNApHO OOHOBNANTE ero
CoxpaHanTe B 3aK/iagKax agpeca HY>XHbIX CaUTOB
He nepexoauTe No nogo3puTesibHbIM CCbI/IKaM

Ucnonb3ynTe OTAEeNbHYO KapTy A1 NOKYNOK B MHTEPHETE,
KNaguTe Ha Hee HY>KHYI CyMMY MpsMo rnepen orjiatoun

PuHaHcoBas
NMoapo6Hee o npaBunax KynbTypa
KnbéeprurmeHbol YMTamTe Ha



KAK SALLUMTUTDBCH

YT006bI gO6paThCcHa A0 Ballnx OQHKOBCKUX CHETOB,
MOLUE@HHMKAaM HY>XXHbl Ballu NepcoHasnibHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl UCMONb3yIoT adpepucTbl?

OBELWAKOT 30J10TbIE N'OPbI

Onpocbl 3a BO3HarpaxaeHue, coumanbHble Bbin/iaThl XM CBEPXNPUObLI/IbHbIE
MHBECTULMOHHbIE NPOoeKThl. [apaHTnga ObICTPOro oboraweHmna — npnaHak oomaHa

SAMAHUBAIOT HA PACINPOAAXMU

OFpOMHbIe CKNAKN N HU3KNEe UeHbl MOTYT OKA3adTbCH MOLLUEHHNYECKOW YJ'IOBKOI?I

CNEKYJIUPYIOT HA TrPOMKUX COBbITUAX

Hanpumep, o0baBNAOT COOP AeHEr Ha pa3paboTKy BakKLMH, 00eLllatoT BEPHYTb
OEHbI'Y 38 OTMEHEHHbIE PEeNChbl UKW NpeaaaratoT NONYyYUTb FOCYyAapPCTBEHHbIE
gotayum

MACKUPYIOTCH

Pa3bIrpbiBaOT PO/b NPOAABLIOB M NMOKYyNnaTtesien Ha NonyapHbIX canTtax o0 bABNEHUM

Kak o6e3onacuTb CBOU OeHbIrm

B UHTEpHeTe?

1 YCcTaHOBUTE aHTUBUPYC U perynapHoO oOHOBNAUTE €ro

3aBeauTe oTaenbHY Ae0ETOBYIO KAPTy A4 NaTexXeun
B MHTEPHETE U KNagnuTe Ha HeEe HYXXHYIO CyMMYy nepepn onsatoun

Bcerga npoBepante agpeca 3/1eKTPOHHOW NMNOoYTbl U CAUTOB —
OHW MOTYT OT/INYaTbCA OT O(PMUMaANbHbLIX NINLWb NAPON CUMBO/IOB

4 He nepexoanTte no ccbl/ikaM OT HE3HAKOMLIEB —
cpa3y yaanante COMHUTEbHbIE COOOLLEHUS

HnkoMy He coolOLanTe CBOU NePCOHabHble AaHHbIe

Nonpo6Hee o npaBuniax
KnéeprurmeHoi e ®duHaHcoBas
yuTanTe Ha fincult.info KyJ/ibTypa



@ baHk Poccumn

KAK SALLUUTUTD
CBOUTADLXXETDbI OT BUPYCOB

/

¥
:

BUPYCDbI:

« OTKPbIBAIOT YAANNEHHbIA AOCTYN K BalueMy YCTPOUCTBY
e KPAAyT NNIOrMHbI U NaApPoOsIM OT OHNAWH- U MOOUNIbHOro 6aHKa

» MepexBaTbIBalOT CeKPETHbIe KoAbl U3 cooOLeHun

3anosiy4umB 3TU AaHHble, KN6epnpecTynHUKn
MOIyT MOXUTUTb BCE AE€HbIM C BalUUX CHETOB /\ LBy

3aBUcCaeT, nepesarpyXaeTca Uim oTK/IIo4aeTCs

KAK NMOHATD,

4TO YCTPONCTBO 3APAKEHO? Camo 3aBepLuaeT paboTy NpuUNoXeHUmn

[Toka3biBaeT BCMN/1blBalOLWME OKHA

TepseT o6beM NamMATH

NMo3BoHUTe B 6aHK 1 nonpocute 3a6/10KUMpoBaTb AOCTY

LITO nEnATb’ K OHManH- U MOGW‘II:HOMY 6aHKy U BCe KapTbl, KOTOpble
ECIIVU HA YCTPOVCTBE BUPVC? NCMONIb30Bas N Ha YCTPOUCTBE
O6patTurecb B CepBUCHbINA LLEHTP, YTOObI BbI/1e4YnNTb ragxer

NepeBbinycTUTE KapThl, CMEHUTE JIOFMH U Napo/ib
OT OH/1auH-0aHKa 1 3aHOBO YCTAaHOBUTE OAHKOBCKOE NPUJTIOXKEHMUE

Mcnonb3ynurte aHTUBUPYC U perynsipHo ero obHoBNauTe

KAK SALWLTUTD o :
€ nepexoaunTe no cCbl/ikam OoT HEe3HaKoMLUeB, HE YCTaHaAB/IMBauUTe

Y ?
YCTPOUCTBO OT BUPYCOB* NnporpamMmmbl N0 UX Npocbbe N He UCMONb3YUTE HyXune hneLlKu
CkaumBauTe NpUNoXeHUS TONMbKO U3 NPOBEepPEeHHbIX UICTOYHUKOB
O6HoBNANTE ONepauMoOHHYIO CUCTEMY YCTPOMUCTBA

N36eranrte oobuwepgoctynHbix Wi-Fi-cetent

Moapo6Hee o 3alUTe FragKeToB duHaHcoBas
yuTauTe Ha fincult.info KynibTypa




